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Quantum Codes
Correcting* up to

(n-1)/2 arbitrary errors
*except with exponentially small probability
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(1)
Quantum Error

Correcting Codes
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Let C1, C2 be two linear codes such that
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Calderbank-Shor-Steane Q-ECCs
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Let C1=[n,k1,d1], C2=[n,n–k2,d2] be two linear codes

dim(Q) = dim(C1)-dim(C2) = k1–k2 = dim(C2)-dim(C1) = dim(Q*)

d(Q) = d(Q*) = min{d(C1),d(C2)} = min{d1,d2}

Q = [[ n, k1–k2, min{d1,d2} ]] = Q*

^ ^

^

CSS Q-ECCs

^
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(2)
Classical Authentication
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» »

Authentication
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» »
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»
»

key distribution
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M TK

authentication

verification{ACC,REJ}



©  C l a u d e  C r é p e a u  2 0 0 2    1 5  

t=Ak(m)

(m,t)

Ak(m)=t?



©  C l a u d e  C r é p e a u  2 0 0 2    1 6  

(m,t)

(m,t) (m',t')

Ak(m)=t?

Ak(m')=t'?
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|m|= n, |M|=n·s, |t|=|b|=s

"m˛M,"t˛T
Pr(AM,b(m)=t) = 1/|T|= 1/2s

"m�m'˛M,"t,t'˛T

Pr( AM,b(m')=t' | AM,b(m)=t ) = 1/|T|= 1/2s
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[I:M]m�[0:b]=[m:t]

G=[I:M] (systematic) generating matrix
of error correcting code

[0:b] error syndrome = one-time pad
encryption of tag

[m:t] systematic form of (message,tag) 
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|m|= n, |k|= lg(n) + 5s, |t|=s

"m˛M,"t˛T
Pr(Ak(m)=t) £ 1/|T|= 1/2s–1

"m�m'˛M,"t,t'˛T

Pr( Ak(m')=t' | Ak(m)=t ) £ 1/|T|= 1/2s–1
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(3)
Quantum Authentication
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» »

One-time Q-Authentication
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|Mæ |TæK

authentication

verification
{|ACCæ,|REJæ}
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One-time Q-Authentication
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One-time Q-Authentication
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One-time Q-Authentication

O

Completeness:

Soundness:
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One-time Q-Authentication

|Y'æ

A:

0 1 1

|Yæ

0 1 1

|YæB:

»
»
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One-time Q-Authentication

|Yæ

» »|Y'æ
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|Mæ |TæK

A

V
{|ACCæ,|REJæ}
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(4)
Quantum Codes Correcting*
1 Arbitrary Error out of 3

positions

*except with small probability
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(5)
Classical Secret Sharing
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(6)
Quantum Codes Correcting*

up to (n-1)/2 Arbitrary Errors
out of n positions

*except with small probability
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fixed

fixed
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Further Applications and Open Problems



©  C l a u d e  C r é p e a u  2 0 0 2    6 0  

Quantum Codes
Correcting* up to

(n-1)/2 arbitrary errors
*except with exponentially small probability


